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PIX Firewall Remedies IP Address Shortage

i 0' PI Firewall al 0 provide a feature to e pand and

re onfigure IP n twork with ut being on ern d about a

hottag of IP addr e. etwork addre tran lation ( T)

make it po ible to u eith r i ting IP addr e r the

addre t a id in the Int rn t igned umber

urn rity' , ) r rYe pool (RF 191 ). The PI

Firewall al 0 an I tivel allO\ a mi of addre e to

be tran lated or n t tran lat d, a needed.

Features at a Glance

• trong, tateful conn tion ori nted

re tri t unauth rized u er fr m a

network re our e

• e from th out ide netv ork to the in ide i allowed

ba d on indu try- randard authenti ation prot 01 u h

a TA + and RADI

• on eal internal network ar hit ture

• upport over 16,000 imulraneou onne tion

• T pi al onfigurati n in five minute

• T~ 0 onfiguration interfa e uppotted: HTML VI

or i 0 I onware u er interfa e ( 1)

• e ure dynami and tati tran lation

• Failoverlh t tandby f r high reliability

• True T a di u din RF 1631

• or n twork with regi tered IP addre e non tran lation

i available in order to u e the e regi tered addre e

• upport of imple etv ork Management Pr t 01

MP) trap

• udit inf rmati n pr vid d thr ugh I g Management

Inf rmati n Ba e (MIB) upport

• Tran parent uppott frail ommon T PIIP Internet

rvi e u h a orld ide eb ( ), File Tran f r

Prot 01 (FTP), Teln t, At hie ph r, and rI gin

• upport of multim dia data type ,in luding Real udio

ing Te hnol gi 'treamwork u e e, Intern t

Rela hat, and VD Live

• ur, real-time embedd d y tern

• Multiple 1 in level uppotted

Benefits

• Le ompie and m r r bu t than pa k t-filt ring

fi rev aII or pro y erver

• 0 do~ ntime required for in rallation

• 0 day-t -day managem nt required

• 0 upgrading of ho t or router

• Full outbound Int rn t a fr m unr gi tered

internal ho t

• 0 n t requir additional regi ter d IP addre e

for network e pan i n

• 1I0w u e f ddr II ation for Privat Internet

(RF 191) or regi tered IP addre e

• 0 u r impa t-n ndi ruptive to e i ting L

• Interoperable with i 0 I -ba ed r uter

PIX Firewall Specifications

AVlillble Softwlre Sessions

(Ba ed on imulraneou T PIIP onnecti n )

• 32, 2 6 1024,4096, 16,3 4

Network Support

• 10/100 Ba eT Eth rn t

.4-116-Mbp Token Ring

• Intern t Prot 01 randard: IP, T P, V er Datagram

Prot 01 (VOP), Internet ontrol Mage Pr t 01

(I MP)

Hlrdwlre SpecificItions

• 19-in h ra k-m unt d

• OB-9 EIAfflA 232 con 01 port

• 3.5 in fJopp di k drive

• L kable fr nt panel

Physicil Dimensions

• Height: in.

• ~ idth: 19 in.

• 0 pth: 1 . in.

• ei ht:21lb



Oper tin E viro

o 1i rnperature ran

operating:

- 0 to +4 0

o tandard

o- -10to+

o t ra e:

S f ty Ag ncies

o L-19 0 tandard

o tandard

01 tandard

olE

Pow r Re uirem n
0 ut Wit hmg fr rn:

L : 0-1

Hi h ran : 1 0-2 0

o Fr qu n

- 4 -6 Hz
0 urr or:

- 4.2 rna. at 11 mput, full I ad

- 2.0 rna. at 230 mput, full I ad
0 output:

- 11 utput 1.0 rna

- 2 0 utput O. rna

CISCI SYSTEMS

6100
26

21 6000
21 010

Tel: 40 26-~6 0
Fa: 40 26-4 4

i co I m ha ov r 190 offi in Ih foil win unlri. ddr • phon numbers and fa num rs are Ii led nIh

Cisco Connection Online Web site et http://www.cisco.com.
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